[image: ]Exhibit B
Benefis Health System – Information Systems
Privacy/Security Agreement
**Form to be completed by end user**

[bookmark: _Hlk169698312]Benefis Health System
Network Sign-on Form for Non-Benefis Entities
**Form to be completed by the office manager**
PRINT or TYPE INFORMATION CLEARLY
ILLEGIBLE OR INCOMPLETE FORMS WILL NOT BE PROCESSED
	_____________________________________________	
	__________________________________	
	________	

	Last Name (Legal)
	First Name (Legal)
	MI

	_____________________________________________	
	______________________________________________

	Group/Office
	Job Title / Provider Type

	_____________________________________________	
	______________________________________________

	Group/Office Street Address
	City/State

	_____________________________________________	
	______________________________________________

	Business Phone Number
	Business Email Address

	
	


Password Notice:
[bookmark: _cp_change_9][bookmark: _cp_change_11][bookmark: _cp_change_12][bookmark: _cp_change_14][bookmark: _cp_change_17][bookmark: _cp_change_18]All approved requestors will be issued a temporary password and PIN which are required to be changed when first logging into the system. Benefis Health System (BHS) requires the use of complex passwords including special and case sensitive characters. This password along with the PIN will be sent to email listed on this form. No person other than the person receiving the temporary password and PIN may log into the system.
Please specify the type of access required: 
(If access is for a Benefis Employee, contact ITS to obtain an applicable Benefis employee form)
	☐ Provider
	☐ Clinical Staff
	☐ Non-Clinical Staff
	☐ Vendor
	☐ Consultant
	
	


	For modification of an existing user, please select below:
	
	
	
	

	☐ Name Change
	☐ Access Change 
	Specify USER ID:  ____________________________	

	
Specify end date (if applicable):  ____________________________________________




[bookmark: _cp_change_21][bookmark: _cp_change_20]Specific purpose for access request: _______________________________________

Cell phone number to receive Duo MFA requests (required for remote access): ___________________________________
	[bookmark: _cp_change_29]
Benefis Application Access Request:
☐ Epic CareLink (records on/after 3/1/24)
	

	☐ Meditech Chart View Only (hospital records before 3/1/24)
	




_____________________________________________	
Manager Printed Name	   Phone Number

	☐ NextGen Chart View Only (outpatient records before 3/1/24)
	

	☐ PACS
	

	☐ Other:  	
	

	
	

	
	





	
	______________________________________________
Manager Signature	Date


	
	

	
	




Welcome to Benefis Health System’s (BHS) Information System. 
[bookmark: _cp_change_42]Depending upon your system rights, you may have access to confidential patient information and/or confidential proprietary business information of BHS, which has been made available to you solely for the purpose(s) you set forth in your request. BHS requires strict compliance with patient privacy laws, including, without limitation, HIPAA, and has in place policies and procedures to ensure patient and business information is held in strict confidence.
A patient’s right to privacy means safeguarding the content of information, including, but not limited to, patient paper records, verbal, video, audio, and/or computer-stored information, from unauthorized use and disclosure. Access to protected health information is limited to individuals designated by law, regulation, policy, or duly authorized as having a “need to know.”
[bookmark: _cp_change_43][bookmark: _cp_change_45]Unauthorized access or dissemination of patient information is a serious violation of legal and ethical obligations. Montana and Federal statutes protect patient health information, making it a criminal offense and/or subjecting anyone improperly accessing and/or releasing patient information to civil penalties and fines. Violations of patient privacy laws will result in immediate termination of your system privileges. 
By signing this agreement, you agree to the following:
1. [bookmark: _cp_change_50][bookmark: _cp_change_47][bookmark: _cp_change_48][bookmark: _cp_change_52][bookmark: _cp_change_51]I attest that the purpose for which I have requested access to BHS’s system is true and accurate; if the purpose of my access request changes, I will notify BHS immediately.
2. [bookmark: _cp_change_57][bookmark: _cp_change_59][bookmark: _cp_change_61]I will safeguard my computer password. I will not log on to any BHS system, using a password other than my own. I will not allow anyone to use my password to log on to any BHS computer system. I will log off the BHS system as soon as I have finished using it.
3. [bookmark: _cp_change_66][bookmark: _cp_change_67][bookmark: _cp_change_75][bookmark: _cp_change_76]I will protect all patient health information I access via the BHS system as required under law and not access or use any patient health information except as permitted by law.  
4. [bookmark: _cp_change_81][bookmark: _cp_change_82][bookmark: _cp_change_84]I will not access patient information unless I have a ‘need to know’ this information in order to provide services. If I am requesting access to provide treatment to patients, I will only access patient information to provide treatment to individuals who seek or receive treatment from me or my practice.  
5. [bookmark: _cp_change_96][bookmark: _cp_change_88][bookmark: _cp_change_90][bookmark: _cp_change_91][bookmark: _cp_change_93][bookmark: _cp_change_94][bookmark: _cp_change_98][bookmark: _cp_change_97]I will not access patient information in the BHS system with the intention or expectation of soliciting patients away from BHS or marketing my services to BHS patients. 
6. I am not permitted to access my own medical record or another individual’s health information because of personal request, personal curiosity or personal reasons.
7. I will not disclose patient information to any person or entity, other than as necessary to perform my job or as necessary to provide effective and responsive service to our patients.
8. [bookmark: _cp_change_118][bookmark: _cp_change_119][bookmark: _cp_change_121][bookmark: _cp_change_123][bookmark: _cp_change_124]I will not access or disclose any other confidential and proprietary information of BHS, including, without limitation, payor information, rates, patient lists, or employee information. 
9. [bookmark: _cp_change_130]I will not load or download information or programs onto the BHS computer system without approval from the Information Technology Services Department.
I have read and understand the above statements.
	______________________________	
	______________________________
	______________________________

	Signature
	Title
	Date

	______________________________	
	______________________________
	______________________________

	Full Name (Please Print)
	Department/Office
	Initials




Scan and email forms to: accessrequest@benefis.org.  Please allow seven days for processing.		Rev 6/24
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